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Data privacy and protection are increasingly capturing the attention of 
business leaders, citizens, law enforcement agencies and governments . Data 
regulations, whose reach used to be limited to heavily regulated industries 
such as banking, insurance, healthcare or life sciences are now burgeoning 
across countries and apply to any business no matter its size or industry, 
highlighting the importance of a concept called data sovereignty . Data 
sovereignty refers to legislation that covers information that is subject to the 
laws of the country in which the information is located or stored . It impacts the 
protection of data and is affected by governmental regulations for data privacy, 
data storage, data processing, and data transfers across country boundaries . 
These laws are emerging as a key impediment to cloud-based storage of data, 
and they need to be fully understood and considered when information is 
created in one country but then moved to another country for analytics or 
processing . Data sovereignty regulations address multi-dimensional challenges 
across multiple subject areas (customer, employee, citizen, prospect, 
visitor, job seeker, vendor), emerging data types (internet of things, log files, 
biometrics), diverse jurisdictions and rapidly changing laws .

Introduction

3 Gdpr, Ccpa, & Beyond: 16 Practical Steps Towards Global Data Privacy Compliance with Talend



At the core of many of today’s data privacy laws is the concept of Fair  
Information Practices (FIPs), a set of principles for protecting the privacy of 
personal data . The eight FIPs (from the OECD guidelines on the protection  
of privacy) are listed below:

1. Collection limitation principle 
There should be limits to the collection of personal data, and any such data 
should be obtained by lawful and fair means and, where appropriate,  
with the knowledge or consent of the data subject .

2. Data quality principle 
Personal data should be relevant to the purposes for which they are to be 
used and, to the extent necessary for those purposes, should be accurate, 
complete, and kept up-to-date .

3. Purpose specification principle 
The purposes for which personal data are collected should be specified  
no later than at the time of data collection and should not be  
subsequently changed .

4. Use limitation principle 
Personal data should not be disclosed, made available, or otherwise  
used for purposes other than those specified, except with the consent  
of the data subject or by the authority of law .

5. Security safeguards principle 
Personal data should be protected by reasonable security safeguards 
against such risks as loss or unauthorized access, destruction, use, 
modification, or disclosure of data .

6. Openness principle 
There should be a general policy of openness about developments, 
practices, and policies with respect to personal data .

7. Individual participation principle 
An individual should have the right to know whether the data controller 
has information relating to him or her .

8. Accountability principle 
A data controller should be accountable for complying with measures  
that give effect to the principles stated above .

Understanding the fair information 
practice principles
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With the acceleration of the digital economy, legislation on data protection 
and cybersecurity is burgeoning across the world, mandating organizations to 
establish policies to safeguard personal information, manage the risk related to 
their data, and address their legal responsibilities . DLA Piper’s, in a renowned 
effort to reference, map and summarize the advancement of the different 
legislation around the world, has listed nearly 100 different jurisdictions .

An interactive map can be found on DLA Piper’s website  
(www .dlapiperdataprotection .com) . Below is the “Data Protection around the 
World” (www .cnil .fr/en/data-protection-around-the-world) from the CNIL, the 
French independent administrative authority for data protection has released 
as an OpenStreetMap along with freely accessible Open Data .

 

 » Figure 1: The CNIL data protection around the world map.

An overview of data protection  
and sovereignty legislation
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The European Union’s (EU’s) General 
Data Protection Regulation (GDPR) 
is a recent example of a data privacy 
law . The EU has published the 
General Data Protection Regulation 
(GDPR) in May 2016, which went 
into effect on May 25, 2018 . The 
GDPR applies to the processing of 
personal data of all data subjects 
including customers, employees, and 
prospects . The regulation applies 
to data subjects in the European 
Union, even when data is processed 
by organizations operating outside 
of the EU within jurisdictions like the 
United States, Asia Pacific, Middle 
East, and Africa . Non-compliance 
with the GDPR may result in 
significant fines, which can be the 
higher of €20M or four percent of the 
organization’s worldwide revenues .

Because it is one of the most recent 
regulations and due to its solid 
foundations, the GDPR is considered 
as a framework for global data 
privacy . Gartner states that “the 
GDPR brings a framework of best 
practices that, if adhered to, aid in 
compliance under multiple non-EU 
jurisdictions as well” and predicts 
that “By 2022, half of our planet’s 
population will have their personal 
information protected under local 
privacy regulations in line with the 
GDPR, up from a tenth today” .

For more specific information on 
operationalizing data governance for 
GDPR, please refer to the following 
white paper: “Data Governance & 
Privacy Compliance: 16 Practical 
Steps towards GDPR Compliance with 
Talend” by Sunil Soares andJean-
Michel Franco .

We’ve barely scratched the surface on 
the impacts of GDPR 6 months after 
it went into effect . A Talend survey 
checked more than 100 organizations 
in America, Asia Pacific, and EMEA 
with activities in the EU to check for 
their level of compliance; although 
the survey revealed that 98% of those 
organizations had adjusted their legal 
mentions for GDPR, it has also shown 
that 70% of surveyed businesses 
failed to address key GDPR mandates 
such as the data subject access 
rights, allowing EU residents to 
obtain a copy of their personal data 
per request . This hints that although 
most companies have started their 
GDPR journey, they have yet to 
achieve compliance . Meanwhile, 
regulators have communicated that 
24 .500 organizations have appointed 
a Data Protection Officer . Although 
the first GDPR fines weren’t triggered 
in 2018, GDPR impact is already 
huge: most Europeans regulators 
experienced a significant jump in the 
number of data privacy complaints 
and breach notifications . In addition, 

EMEA
multiple GDPR collective actions 
from tens of thousands or European 
residents have been filed to the 
regulators across the EU against the 
giants of the internet world or other 
companies that are in the business of 
consumer and household data .

Switzerland published the Federal 
Act on Data Protection for the Swiss 
Confederation in 1992, and updated 
it 2014 . The act protects the privacy 
and fundamental rights of persons 
when their data is processed . It 
includes five principles: personal 
data may only be processed 
lawfully; its processing must be 
carried out in good faith and must 
be proportionate; personal data 
may only be processed for the 
purpose indicated at the time of 
collection, that is evident from the 
circumstances, or that is provided 
for by law; the collection of personal 
data, and in particular the purpose 
of its processing, must be evident to 
the data subject; when consent is 
required, such consent is valid only 
if given voluntarily on the provision 
of adequate information and must 
be given expressly in the case of 
processing of sensitive personal data 
or personality profiles .

In September 2015, Russia’s Data 
Protection Authority, Roskomnadzor, 
implemented Federal Law 242-
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FZ (Law 242), a personal data 
localization law that covers data 
operators of Russian companies and 
foreign companies with a presence 
in Russia that collect personal 
data about Russian citizens . These 
operators must initially “record, 
systematize, accumulate, store, 
amend, update, retrieve, and extract” 
data using databases physically 
located in Russia . Personal data 
of Russian nationals can still be 
transferred to foreign databases,  
but only after having first been 
processed in Russia and subject 
to compliance with Russian cross-
border transfer rules .

In South-Africa, the Protection of 
Personal Information Act (PoPI) 
was signed into law in November 
2013 . According to workpool, its goal 
is to ensure that all South African 
institutions conduct themselves in a 
responsible manner when collecting, 
processing, storing, and sharing 
another entity’s personal information 
by holding them accountable should 
they abuse or compromise personal 
information in any way .

Morocco’s data protection regulation 
was enacted and entered into force 
since 2009 . Ghana, Egypt, Nigeria, 
Angola, and Zimbabwe, also have 
their dedicated regulation .
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Australia’s Privacy Act of 1988 
regulates the handling of personal 
information about individuals . 
There are 13 Australian Privacy 
Principles (APPs), which regulate 
the collection, use, storage, and 
disclosure of “personal information” 
as well as ensure that individuals can 
access and correct their information . 
Australia also has the Spam Act from 
the Australian Communications 
and Media Authority since 2003 that 
prohibits the sending of unsolicited 
commercial electronic messages—
known as spam—with an Australian 
link (a message has an Australian link 
if it originates or was commissioned 
in Australia, or originates overseas 
but was sent to an address accessed 
in Australia) .

Like the Australian privacy principles, 
the New Zealand Privacy Act lays 
out 12 information privacy principles 
(NZ IPPs) for the proper handling of 
personal information . New Zealand 
has also the Unsolicited Electronic 
Messages Act 2007 against spamming .

November 2016, the People’s 
Republic of China passed the 
Cybersecurity Law, which took 
effect in June 2017 . The law has 
been formulated to ensure network 
security, preserve cyberspace 
sovereignty and national security, 
and to protect the lawful rights and 
interests of citizens, legal persons, 
and other organizations . In addition 
to this law, China introduced the 

National Standard for Personal Data 
Protection in May 2018 . Although this 
is a specification rather than a law or 
regulation that requires mandatory 
compliance, it is considered as a 
standard to determine whether 
companies are following China’s data 
protection rules . To the same extent, 
that GDPR, it comes across a broad 
definition of personal data, focuses 
on consent, provides data subject 
access rights, and puts restrictions 
on cross border data transfers . It 
brings a sample privacy notice with 
explanations to support companies in 
creating their own compliant  
privacy notice .

Hong Kong has published a Personal 
Data (Privacy) Ordinance (Chapter 
486) that provides guidance for the 
protection of individuals in relation 
to personal data . The office of Privacy 
Commissioner for Personal Data 
(PCPD) was established because of 
the ordinance . It provides guidance 
for adhering to the Data Protection 
Principles, ensuring the rights of data 
subjects and enforcing consequences 
for failing to comply with the 
ordinance, with guidance related to 
the transfer of personal data outside 
Hong Kong . The PCPD has announced 
that it will carry out a study of the 
European GDPR, the result of which 
will likely influence the legislative 
reform process .

Japan pioneered modern data 
protection legislations with their 

Asia Pacific
Act on the Protection of Personal 
Information (APPI) that came into 
effect in 2003 . It was refreshed in 2015 
and came into effect in May 2017 . A 
dedicated Japanese government 
commission has been established 
charged with the protection of 
personal information, introduced 
new restrictions on cross border 
transfers of personal data, and 
extended the scope of personal data, 
such as biometric data . Like GDPR, 
the legislation framework also aims 
to cover privacy, ethics, security  
and transparency linked to  
Artificial Intelligence .

On 17 July 2018, the EU and Japan 
concluded negotiations on a 
reciprocal agreement of an adequate 
level of data protection, to create 

“the world’s largest area of safe 
data flows” . They recognize each 
other’s data protection systems as 

“equivalent”, which will allow personal 
data to flow freely between the EU 
and Japan . This is an interesting 
evolution in data sovereignty, 
with governments leveraging Fair 
Information Practices Principles in 
order to facilitate data flows across 
borders . South Korea will likely 
enter into a similar agreement in the 
coming months .

Singapore implemented its Personal 
Data Protection in 2014 . The act was 
created to aid in the governance of 
the collection, use, and disclosure 
of personal data by organizations 
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as well as to establish a Do Not Call 
Register . The purpose of the act, 
while providing governance, also 
recognizes the rights of individuals 
to protect their personal data and 
the need of organizations to collect, 
use, or disclose personal data for 
appropriate practices . It had some 
of the stiffest penalties for data 
protection offense in the region with 
fines up to S$1 million ($800K) .

Malaysia issued its Personal Data 
Protection Act with data security, 
integrity and retention requirements 
in 2015 with the following principles: 
The General Principle, the Notice 
and Choice Principle, the Disclosure 
Principle, the Security Principle, 
the Retention Principle, the Data 
Integrity Principle, and the Access 
Principle . The act specifies that 
personal data shall not be transferred 
to places outside Malaysia unless 
the minister has determined that the 
place has substantial data protection 
regulations in relation to the 
processing of personal data .

South Korea has established 
one of the toughest jurisdictions 
with respect to data protection 
with their Personal Information 
Protection Act (PIPA) that went 
into effect in September 2011 . It 
enhances the rights and interests of 
citizens and protects their privacy 
from unauthorized collection, 
abuse, misuse, or leakage . The act 
addresses eight Personal Information 
Protection Principles and provides 
instructions for processing, collection, 
consent by data subjects, integrity, 
anonymity, and responsibilities of 
data processors . It provides guidance 

for organizations to designate a 
privacy officer who will oversee 
personal information processing and 
take necessary corrective action in 
the event of a violation of the act . 
Transfers of personal information 
outside South Korea are also  
heavily regulated .

With rapid growth of their digital 
economy and data exchanges, 
the Philippines has drastically 
strengthened its privacy and security 
protections, establishing itself as 
one of the most advanced countries 
in the region for data protection . It 
started with the Data Privacy Act in 
September 2012, followed by the 
establishment of the National Privacy 
Commission for enforcing the law 
that came effect in September 2016 . 
The law provides separate penalties 
for various violations, most of which 
also include imprisonment . There 
are also some general principles 
regarding collection, processing 
and retention . Information Practice 
Principles include consent and data 
sharing, accountability, and special 
considerations with respect to data 
transfer and use of subcontractors 
for data processing . The regulation 
has similarities with GDPR in many 
aspects including a 72-hour data 
breach notification requirement, 
and data subjects’ access such as 
right to data portability, or the rights 
of explanation for profiling and 
automated decision-making .

Thailand does not have at present 
any general statutory law governing 
data protection or privacy . However, 

it provides some protection against 
any unauthorized collection, 
processing, disclosure and transfer 
of personal data in some specific 
domains such as the telco or 
financial services industry or child 
protection . Thailand is moving 
towards more regulations with the 
draft of the Personal Information 
Protection Act forming part of 
Thailand’s Digital Economy and 
Society policy implementation . This 
draft provides protection of personal 
data by restricting the gathering, 
using, disclosing and altering of any 
personal data without the consent 
of the data owner, and will impose 
criminal penalties on companies that 
do not comply and the obligation to 
repay any damage caused . However, 
no clear indication exists as to when 
the draft will be final and enacted .

Like Thailand, Indonesia has drafted 
a “Bill on the Protection of Private 
Personal Data” with unclear effective 
date of publication .

As part of its Digital India Initiative, 
India introduced the Personal 
Data Protection Bill in 2018 . The 
176-page draft brings important 
elements in a data privacy policy 
such as obligations for maintaining 
a data inventory with records of 
data processing; delivering data 
audits; restricting cross borders 
data transfers; or appointing a 
data protection officer . The data 
protection authority for India had 
still to be created and is not expected 
to come into effect before the 2019 
general elections .
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Up to now, the United States has 
used a sectoral approach that relies 
on a mix of legislation, regulation, 
and self-regulation . According to DLA 
Piper, there are about 20 sector-
specific or medium-specific national 
privacy or data security laws, and 
hundreds of such laws among its 50 
states and its territories . These laws, 
which address issues or industries, 
are too diverse to summarize fully 
in this document: examples are the 
Health Insurance Portability and 
Accountability Act (HIPAA), the Fair 
and Accurate Credit Transaction 
Act (FACTA), the Financial Services 
Modernization Act (Gramm-Leach-
Bliley Act/GLBA) or the Children’s 
Online Privacy Protection Act 
(COPPA) . In addition, the large range 
of companies regulated by the 
Federal Trade Commission (FTC) are 
subject to enforcement if they engage 
in materially unfair or deceptive 
trade practices . The FTC has used this 
authority to pursue companies that 
fail to implement reasonable minimal 
data security measures, fail to live 
up to promises in privacy policies, or 
frustrate consumer choices about 
processing or disclosure of personal 
data . In August 2016, the EU–U .S . 
Privacy Shield was adopted to 
replace Safe Harbor as a compliance 
framework to protect personal data 
transfers from the European Union 
to the United States . Although the 
program was on shaky ground in 
2018 with a threat to be suspended, 
in December 2018, a European 

Commission’s report concluded that 
the Privacy Shield program continues 
to ensure an adequate level of 
privacy protection under EU law .

In addition to Colorado that 
enacted a new law on breach 
notification, the big event in 2018 
with respect to data privacy in the 
US was the introduction of the 
California Consumer Privacy Act 
(CCPA) aimed at putting California 
residents in control of their personal 
data . Like GDPR, which applies to 
any organization that deals with 
EU residents, no matter where 
the organization is located, CCPA 
applies to any organization that 
interacts with a Californian resident . 
Companies should be preparing to 
be compliant by January 1, 2020 
and be standing by for enforcement 
by July 1, 2020 . The penalty for 
each violation of the CCPA is $7500, 
while consumers - individually or 
as a class - may seek statutory or 
actual damages if their personal 
data is exposed, exfiltrated, stolen, 
or disclosed due to poor security 
practices . Statutory damages have a 
maximum limit of $750 per incident 
per consumer in a given case .

CCPA mandates strong data 
management and governance 
frameworks . For example, the law 
gives consumers the right to know 
what information companies are 
collecting about them, why they are 
collecting that data, and who they are 

Americas
sharing it with . It implicitly requires 
organizations to run a data mapping 
exercise, manage consent at a fine 
grain, anonymize data, and answer 
to data subject access requests on 
delays . Organizations are mandated 
to publish a privacy notice, to define 
clear accountabilities, and to know 
where their personal data stays or 
moves, including when it is shared 
or processed through third parties 
such as business partners or cloud 
providers or it crosses borders .

Canada has two federal privacy 
laws: The Privacy Act covers the 
personal information-handling 
practices of federal government 
departments and agencies, while the 
Personal Information Protection and 
Electronic Documents Act (PIPEDA), 
the federal private-sector privacy 
law . On top of the federal regulation, 
Canada’s five provinces all have 
enacted their own data privacy laws, 
including for specific industries such 
as in the case of the New Brunswick’s 
Personal Health Information Privacy 
and Access Act . There is also the 
Personal Information Protection 
and Identity Theft Prevention Act 
(PIPITPA), which is about to be come 
into effect in Manitoba .

In addition, there is the Canada’s 
Anti-Spam Law (CASL), which came 
into effect in 2014 and relates to the 
electronic messages (i .e . email, texts) 
that organizations send relating 
to their commercial activity . CASL 
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mandates opt-in consent from 
recipients before sending messages, 
and comes with severe penalties 
for violations: organizations can be 
subject to administrative penalties 
of up to $10 million and a private 
right of action for damages of up 
to $200 per commercial electronic 
message sent in contravention of 
the legislation, up to a maximum 
of $1 million for each day the 
contravention occurred including 
though class actions . The private 
right of action was originally 
scheduled to come into force in 
2017 but was suspended in July and 
is being reviewed by the Canadian 
federal government for clarification .

Enacted on October 4, 2000, the 
Argentina Personal Data Protection 
Act protects personal information 
that may exist in recorded files, 
records, databases, data banks, 
or other digital media . The act, a 
supporting document to the National 
Constitution, applies to both public 
and private organizations that may 
produce reports or access personal 
data and is monitored by a National 
Controlling Agency . While a few 
exceptions are stated, the Personal 
Data Protection Act prohibits the 
transfer of any type of personal 
information to other countries or 
to international or supranational 
entities that do not possess adequate 
levels of protection .

In Mexico, the Ley Federal de 
Protección de Datos Personales en 
Posesión de los Particulares (Federal 
Law on Protection of Personal Data 
Held by Individuals; LFPDPPP) was 
enacted and entered into force since 
July 2010 while Uruguay has their 
Data Protection Act since 2009 .
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A strong data governance program is a pivotal part of the landscape for data 
privacy compliance . The traditional data governance disciplines of data 
ownership, metadata management, data cataloging, data quality management, 
and model governance perfectly apply to privacy . Data governance programs 
that are set up to support data protection compliance will also support broader 
adherence to data sovereignty regulations .

Figure 2 lays out the 16 steps to operationalize a data governance program 
for data compliance . It applies to any data protection legislations, including 
the most recent and demanding ones such as GDPR, and can be applied as a 
generic framework for cross legislation compliance .

 

A practical approach towards 
global compliance

1. Develop 
policies,

standards, 
and controls

2. Create
data

taxonomy

3. Confirm
data

owners

4. Identify 
critical datasets
and critical data

elements

5. Establish 
data collection 

standards

6. Define 
acceptable

use standards

7. Establish 
data masking 

standards

8. Conduct
data protection

impact
assesments

9. Conduct
vendor Rrisk
assessments

10. Improve
data quality

11. Stitch
data lineage

12. Govern
analytical

models

13. Manage
end user 

computing

14. Govern 
the lifecycle 

of information

15. Set up
data sharing
agreements

16. Enforce
compliance

with controls

 » Figure 2: An end-to-end approach to operationalize data governance for data sovereignty.
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1 . Develop data governance policies, standards, and controls 

The data governance program needs to establish policies, standards, and controls to support data sovereignty 
compliance . Table 1 provides an illustrative list of data sovereignty controls together with the Talend components for 
automating and tracing control .

Regulation example Description Controls or action needed Illustrative Talend tooling

Australia privacy act, 
principle 8

Cross-border disclosure of 
personal information

Sign-offs by legal and compliance 
during the design phase of any new 
project that requires the processing  
of personal data

• Talend Data Catalog

Singapore personal data 
protection act, second 
schedule

Conditions for Consent Collection, processing, keeping, use, 
and disclosure of personal data

• Talend Data Quality

• Talend Big Data orTalend 
Data Management

GDPR article 9 Processing of special 
categories of personal 
data, such as race, 
ethnic origin, or political 
opinions

Identification of special categories of 
data as CDEs

Sign-off by legal and compliance on 
usage of special categories of  
personal data during the  
design phase of a project

• Talend Data Catalog

• Talend Data Quality

HIPAA privacy rule’s  
de-identification  
standard; GDPR  
article 11

Prohibition against 
transfer of personal data 
beyond boundaries except 
in specific circumstances

Data masking • Talend Data Quality

• Talend Data Preparation

Australia privacy act 
principle 12 CCPA section 
1798 .100 GDPR article 15 
personal data protection 
bill chapter VI

Data subject access rights Grant access and control for 
personal data to the data subject

• Talend Data Integration

• Talend Data Service

• Talend Cloud API Services

GDPR article 30 Records of processing 
activities

Data lineage for sensitive data  
within the enterprise and extending 
to third parties

• Talend Data Catalog

Sample data sovereignty controls
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2 . Create data taxonomy 

The data governance team needs to collaborate with enterprise data 
architecture to classify data into categories and subcategories . This helps to 
build a holistic picture of all the data that the organization needs to govern 
from a data sovereignty perspective . For example, the data taxonomy may 
include employee information as a level 1 category (see Figure 3) . Employee 
information may then be further classified into multiple level 2 categories, such 
as salary and benefits, identity, contacts, protected health information, social 
media, and employee performance .

In Talend Data Catalog, a business glossary may also be used to define 
collections of terms and to link them to categories and sub-categories . 
Building a business glossary can be as simple as dragging in an existing well-
documented data model, importing the terms and definitions from other 
sources (e .g . CSV, Microsoft Excel), or interactive authoring via the user interface 
during the process of classifying objects . Once published, the glossary can 
be accessed by potentially anyone who has proper authorizations through a 
search-based interface (see Figure 4) .

 

Employee

ContactsSalary and
benefits Identity

Protected 
health

information

Social 
media

Employee
performance

Level 1

Level 2

 » Figure 3: Data taxonomy for employee information.

 » Figure 4: Talend metadata manager business glossary.
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3 . Confirm data owners

The next step is to define data owners who are ultimately accountable for 
one or more data categories and subcategories . These data owners might 
be accountable for day-to-day operations regarding the data or alternately 
delegate this accountability to data stewards . The data stewards will be 
responsible for identifying critical datasets and critical data elements (CDEs)  
as well as establishing standards for data collection, data use, and data 
masking . Talend Data Catalog may also catalog the data owners and data 
stewards for data categories and sub-categories and assign their related 
roles and workflows .

For example, Talend Data Catalog may catalog the data owners for “customer” 
as well as ‘customer identity’, ‘customer billing’, ‘customer contact’ and 

‘customer ship-to information’ .

Further on its data ownership journey, the data owner may find data quality 
issues in the customer contact data for certain regions . Using Talend Data 
Stewardship, he might engage data stewards within workflows with secured 
and auditable role-based access controls to operationalize self-service 
processes such as data arbitration, error resolution, and approval of data 
standards (see Figure 5) .

Defining responsibilities for personal data is instrumental to data privacy 
success . This starts with the nomination of a Data Protection Officer, but in 
most cases, the Data Protection Officer alone can’t take control of all data 
assets . Delegation and collaboration need to be orchestrated and tracked .

3. Confirm data owners
The next step is to define data owners who are ultimately accountable for one or more data categories and subcategories. These 
data owners might be accountable for day-to-day operations regarding the data or alternately delegate this accountability to 
data stewards. The data stewards will be responsible for identifying critical datasets and critical data elements (CDEs) as well as 
establishing standards for data collection, data use, and data masking. Talend Data Catalog may also catalog the data owners and 
data stewards for data categories and sub-categories and assign their related roles and workflows. 

For example, Talend Data Catalog may catalog the data owners for ‘customer’ as well as ‘customer identity’, ‘customer billing’, 
‘customer contact’ and ‘customer ship-to information’. 

Further on its data ownership journey, the data owner may find data quality issues in the customer contact data for certain regions. 
Using Talend Data Stewardship, he might engage data stewards within workflows with secured and auditable role-based access 
controls to operationalize self-service processes such as data arbitration, error resolution, and approval of data standards
(see Figure 5). 

Defining responsibilities for personal data is instrumental to data privacy success. This starts with the nomination of a Data Protection 
Officer, but in most cases, the Data Protection Officer alone can’t take control of all data assets. Delegation and collaboration need to 
be orchestrated and tracked. 

Figure 5: Assigning roles for collaborative arbitration, error resolution and 
merging/grouping campaigns in Talend Data Stewardship
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 »  Figure 5: Assigning roles for collaborative arbitration, error resolution and merging/
grouping campaigns in Talend Data Stewardship 
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4 . Identify critical datasets & critical  
data elements

This exhaustive 16-step process implies that data 
governance is a very rigorous exercise . Data stewards 
should prioritize their efforts by identifying critical 
datasets and CDEs within their respective data categories . 
Taking the earlier example further, employee identity 
consists of several CDEs, including name, gender, date of 
birth, and national ID . Employee social media information 
consists of a number of critical datasets, such as 
Facebook®, Twitter®, and LinkedIn® (see Figure 6) . The data 
governance team needs to determine whether standards 
for data collection and data use are best set at the level 
of critical datasets rather than for individual CDEs . For 
example, acceptable use and security standards may be 
better managed for overall Facebook information (critical 
dataset) rather than for Facebook ID (CDE) .

4. Identify critical datasets & critical data elements
This exhaustive 16-step process implies that data governance is a very rigorous exercise. Data stewards should prioritize their efforts 
by identifying critical datasets and CDEs within their respective data categories. Taking the earlier example further, employee identity 
consists of several CDEs, including name, gender, date of birth, and national ID. Employee social media information consists of a 
number of critical datasets, such as Facebook®, Twitter®, and LinkedIn® (see Figure 6). The data governance team needs to determine 
whether standards for data collection and data use are best set at the level of critical datasets rather than for individual CDEs. For 
example, acceptable use and security standards may be better managed for overall Facebook information (critical dataset) rather 
than for Facebook ID (CDE). 

Figure 6: Configuring the critical data elements in Talend’s data catalog for automatic classification of personal data

Talend Data Catalog supports an ISO 11179 business glossary that contains personal data-related business terms. Taking the earlier 
example further, Talend Data Catalog may contain an inventory of business terms for customer identity such as ‘name’, ‘email 
address’, and ‘phone number.’ Talend Data Catalog also supports the automatic mapping of these personal data elements to physical 
fields in source systems across the enterprise. The physical fields will be based on technical metadata, which is harvested from source 
systems based on a rich variety of connectors from Talend Data Catalog. Talend Data Catalog’s broad range of connectors provides an 
always accurate view of the data landscape like a GPS navigator, which can alert a driver when traffic conditions change.

In addition, Talend Data Catalog manages versioning and configuration, creating an accurate and traceable data map of personal 
data. Without such mechanisms organizations might rely on a declarative approach for data mapping, and miss key changes in their 
data landscape, losing control over personal data.   

For example, Talend Data Catalog can regularly crawl a data lake to find out the new, or changed, datasets. Then, it can introspect 
those datasets, using pattern recognition. When he finds a specific pattern, such as an e-mail, or country (see figure 7), he can assign 
the related columns with this semantic type, profile the data against this type, and even automatically categorize the data. This 
automatic capability is crucial in data privacy projects, allowing to automatically and regularly map an entire data landscape against 
a set of PII Critical Data Elements. In some case such as data lakes, data owners might not be even aware that new privacy sensitive 
data has been introduced. The data catalog act as the fish-finder in the data lake, allowing to automatically illuminate the hidden 
data that requires attention.    
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 »  Figure 6: Configuring the critical data elements in Talend’s data catalog for automatic classification  

Talend Data Catalog supports an ISO 11179 business 
glossary that contains personal data-related business 
terms . Taking the earlier example further, Talend Data 
Catalog may contain an inventory of business terms for 
customer identity such as ‘name’, ‘email address’, and 

‘phone number .’ Talend Data Catalog also supports the 
automatic mapping of these personal data elements to 
physical fields in source systems across the enterprise . The 
physical fields will be based on technical metadata, which 
is harvested from source systems based on a rich variety 
of connectors from Talend Data Catalog . Talend Data 
Catalog’s broad range of connectors provides an always 
accurate view of the data landscape like a GPS navigator, 
which can alert a driver when traffic conditions change .

In addition, Talend Data Catalog manages versioning 
and configuration, creating an accurate and traceable 
data map of personal data . Without such mechanisms 
organizations might rely on a declarative approach 
for data mapping, and miss key changes in their data 
landscape, losing control over personal data .
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5 . Establish data collection standards

Many data privacy regulations address data protection 
by design and default . These regulations include Article 
25 of the GDPR, Principle 3 of the Australian Privacy Act 
of 1988 (collection of solicited personal information), 
Section 24 of the Singapore Personal Data Protection Act 
(protection of personal data), and Article 24 of the South 
Korean Personal Information Protection Act (limitation to 
processing unique identifier) . These regulations typically 
require the controller (entity that determines the purposes 
and means of processing of personal data) to implement 
appropriate technical and organizational measures, such 
as data minimization, to ensure that, by default, only 
personal data that are necessary for each specific purpose 
of the processing are processed . That obligation applies  
to the amount of personal data collected, the extent  
of their processing, the period of their storage, and  
their accessibility .

The data governance team must establish controls so that 
legal and compliance sign off on data collection for any 
new project during the design phase . As an example, a 
software company may use an online form to allow users 
to download software on a trial basis . In this scenario, 
it would be reasonable for the form to request the 

applicant’s name and email address . However, it would 
be inappropriate for the company to also request the 
applicant’s date of birth and national identifier .

Talend Data Management, Talend Big Data, and Talend 
Data Quality support the creation of a data sovereignty 
data lake where all information relating to a data subject 
including personal data and consents may be reconciled . 
For example, data matching may be used to discern that 

‘James Smith’ and ‘Jim Smith’ are really the same person 
although only the former has provided an email opt-in . 
The data sovereignty data lake can also manage a single 
inventory of all consents including for email campaigns, 
cookie consent, and phone contracts . This repository 
maintains a listing of all consents for a single data subject 
across all applications within the enterprise . Once all the 
information has been reconciled into the data privacy 
data lake, the data governance team can provide services 
such as data portability so that this data can be unlocked 
for being reused in other environments when the data 
subject requires to do so . This also allows to centralize 
the data controls and propagate them back to the source 
systems, for example to respond to data subject requests 
for the right to be forgotten or rectification which must be 
considered in GDPR and other regulations .

Figure 7: Using pattern recognition to automatically map data sets against critical data elements

5. Establish data collection standards
Many data privacy regulations address data protection by design and default. These regulations include Article 25 of the GDPR, 
Principle 3 of the Australian Privacy Act of 1988 (collection of solicited personal information), Section 24 of the Singapore Personal 
Data Protection Act (protection of personal data), and Article 24 of the South Korean Personal Information Protection Act (limitation 
to processing unique identifier). These regulations typically require the controller (entity that determines the purposes and means of 
processing of personal data) to implement appropriate technical and organizational measures, such as data minimization, to ensure 
that, by default, only personal data that are necessary for each specific purpose of the processing are processed. That obligation 
applies to the amount of personal data collected, the extent of their processing, the period of their storage, and their accessibility. 
The data governance team must establish controls so that legal and compliance sign off on data collection for any new project 
during the design phase. As an example, a software company may use an online form to allow users to download software on a trial 
basis. In this scenario, it would be reasonable for the form to request the applicant’s name and email address. However, it would be 
inappropriate for the company to also request the applicant’s date of birth and national identifier. 

Talend Data Management, Talend Big Data, and Talend Data Quality support the creation of a data sovereignty data lake where all 
information relating to a data subject including personal data and consents may be reconciled. For example, data matching may be 
used to discern that ‘James Smith’ and ‘Jim Smith’ are really the same person although only the former has provided an email opt-in. 
The data sovereignty data lake can also manage a single inventory of all consents including for email campaigns, cookie consent, 
and phone contracts. This repository maintains a listing of all consents for a single data subject across all applications within the 
enterprise. Once all the information has been reconciled into the data privacy data lake, the data governance team can provide 
services such as data portability so that this data can be unlocked for being reused in other environments when the data subject 
requires to do so. This also allows to centralize the data controls and propagate them back to the source systems, for example 
to respond to data subject requests for the right to be forgotten or rectification which must be considered in GDPR and other 
regulations.  
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 »  Figure 7: Using pattern recognition to automatically map data sets against critical data elements
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That’s why the data lake is a perfect place for centralizing 
data as part of a GDPR initiative in the Big Data era where 
data comes from everywhere, not only from centrally 
designed and governed systems . In those environments, 
incoming data might not be fully structured and 
documented . There is a need for capturing the footprints 
for personal data across raw datasets, and then for 
crowdsourcing the rules needed to protect this data when 
used in context where customer consent has not been 
collected, such as when a data scientists need to  
process massive data volumes to fuel their machine 
learning models .

6 . Define acceptable use standards

Singapore’s Personal Data Protection Act, Second 
Schedule addresses the collection of personal 
data without the data subject’s consent in limited 
circumstances . Article 6 of the GDPR deals with the 
lawfulness of the processing of personal data . Processing 
shall be lawful only in specific situations, including where 
the data subject has given consent, where the processing 
is necessary for the performance of a contract or legal 
obligation, or where the processing is necessary to 
protect the vital interests of the data subject or of another 
natural person . The data governance team must establish 
controls to ensure that any new projects that require use 
of personal data achieve sign-off by legal and compliance 
during the design phase .

Per Article 7, clause 1 of the GDPR, a controller must 
also be able to demonstrate that the data subject has 
consented to the processing of his or her personal data . 
The data governance team must work with IT, legal, and 
compliance to establish an enterprise consent repository . 
The enterprise consent repository must contain an 
immutable record of consent from data subjects . For 
example, the repository may contain a record of consent 
from users of the company’s website to the use of web 
cookies . As discussed earlier, the data sovereignty data 
lake based on Talend Data Management, Talend Big Data, 
and Talend Data Quality may be used as a catalog of all 
consents by data subjects .

As shown in Figure 8, a Talend job is used to reclaim opt-in 
data from a third-party system and publish this consent 
information across all applications that require them using 
a centralized data hub . This job also leverages Talend 
Data Quality for reconciling data between the outsourced 
system and the centrally managed data privacy hub, while 
matching duplicates based on probability thresholds . This 
data pipeline is fully automated and can be operated in a 
collaborative way so that business users participate in the 
definition of data controls using Data Preparation and/or 
in the data certification and curation process using Talend 
Data Stewardship .

 »  Figure 8: A Talend job combines data quality, data stewardship, and Big Data integration in a unified, visual environment to collect, 
standardize, reconcile, certify, protect, and propagate personal data
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Talend Data Catalog may also act as a single point of control that maintains 
acceptable use standards for personal data elements . For example, if a new 
value such as ‘Halal’ for the attribute ‘meal preferences’ is being brought into 
the Big Data environment, then Talend workflows may be used to obtain legal 
sign-offs because this field may potentially be used to determine the religious 
affiliation of a data subject – something that for example is expressly governed 
by Article 9 of the GDPR .

Traceability of changes might be important as well . For example, it might 
happen that record are de-duplicated: suppose that a customer has given 
consent to receive direct message through his Twitter accounts, to receive 
emails through a marketing campaign, and to receive mobile notification 
through a mobile app . Although this comes from different channels, those 
different user ID need to be reconciled into one . Using Talend Data Stewardship, 
record can be merged while a log can then keep track of those changes . This 
brings traceability through an audit trail of any potential adjustments or 
arbitration activities on personal data .

Talend Data Catalog may also act as a single point of control that maintains acceptable use standards for personal data elements. 
For example, if a new value such as ‘Halal’ for the attribute ‘meal preferences’ is being brought into the big data environment, 
then Talend workflows may be used to obtain legal sign-offs because this field may potentially be used to determine the religious 
affiliation of a data subject – something that for example is expressly governed by Article 9 of the GDPR. 

Traceability of changes might be important as well. For example, it might happen that record are de-duplicated: suppose that a 
customer has given consent to receive direct message through his Twitter accounts, to receive emails through a marketing campaign, 
and to receive mobile notification through a mobile app. Although this comes from different channels, those different user ID need to 
be reconciled into one. Using Talend Data Stewardship, record can be merged while a log can then keep track of those changes. This 
brings traceability through an audit trail of any potential adjustments or arbitration activities on personal data.

Figure 9: Talend Data Stewardship tracks and traces the data arbitration and remediation activities, 
thereby allowing to provide an audit trail for activities that relate to personal data

7. Implement data security
Canada’s Personal Information Protected and Electronic Documents, Provision 4.7, Principle 7 states that personal information
shall be protected by security safeguards appropriate to the sensitivity of the information. Recital 26 of the GDPR states that the 
principles of data protection should apply to any information concerning an identified or identifiable natural person. The principles
of data protection should therefore not apply to anonymous information, namely information that does not relate to an identified
or identifiable natural person or to personal data rendered anonymous in such a manner that the data subject is not, or is no
longer, identifiable.

Article 11 of the GDPR addresses processing that does not require identification. If the purposes for which a controller processes 
personal data do not, or no longer, require the identification of a data subject by the controller, the obligations of the controller 
under the GDPR are significantly minimized. 

Many countries and U.S. states have implemented data breach notification laws. For example, California Civil Code Section 1798.29(a) 
requires a business or state agency to notify any California resident whose unencrypted personal information was acquired, or is 
reasonably believed to have been acquired, by an unauthorized person. The absence of notification has been at the center of the 
controversies in data breaches that made the headlines, such as Equifax, or Uber. 
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 »  Figure 9: Talend Data Stewardship tracks and traces the data arbitration and remediation 
activities, thereby allowing to provide an audit trail for activities that relate to  
personal data
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7 . Implement data security

Canada’s Personal Information Protected and Electronic 
Documents, Provision 4 .7, Principle 7 states that personal 
information shall be protected by security safeguards 
appropriate to the sensitivity of the information . Recital 26 
of the GDPR states that the principles of data protection 
should apply to any information concerning an identified 
or identifiable natural person . The principles of data 
protection should therefore not apply to anonymous 
information, namely information that does not relate to 
an identified or identifiable natural person or to personal 
data rendered anonymous in such a manner that the data 
subject is not, or is no longer, identifiable .

Article 11 of the GDPR addresses processing that does 
not require identification . If the purposes for which 
a controller processes personal data do not, or no 
longer, require the identification of a data subject by the 
controller, the obligations of the controller under the 
GDPR are significantly minimized .

Many countries and U .S . states have implemented data 
breach notification laws . For example, California Civil Code 
Section 1798 .29(a) requires a business or state agency to 
notify any California resident whose unencrypted personal 
information was acquired, or is reasonably believed to 
have been acquired, by an unauthorized person . The 
absence of notification has been at the center of the 
controversies in data breaches that made the headlines, 
such as Equifax, or Uber .

Article 32 of the GDPR deals with the security of processing . 
Article 33 mandates notification of a personal data breach 
to the supervisory authority no later than 72 after having 
become aware of it, a best practice that has also been 
introduced in Philippines data privacy act through NPC 
Circular 16-03 . Considering the state of the art, the costs 
of implementation, and the nature, scope, context, and 
purposes of processing as well as the risk of varying 
likelihood and severity for the rights and freedoms of 
natural persons, the controller and the processor (entity 
which processes personal data on behalf of a controller) 
shall implement appropriate technical and organizational 
measures to ensure a level of security appropriate to  
the risk .

The data governance office must establish controls 
to appropriately mask or encrypt sensitive personal 
data . The data masking standards need to ensure that 
data cannot be reconstructed when multiple fields are 
combined . For example, data scientists may request that 
the employee name field should be masked prior to any 
analytics . However, a smart data scientist may likely be 
able to discern the identity of an employee by looking at 
title, compensation, and gender (e .g ., “Director of HR who 
is a female with base salary of $200,000”) . In this situation, 
it may be more appropriate to also mask job title and to 
provide a salary band, such as “above $100,000 .”

Through Talend Data Quality, data masking and data 
shuffling can be enforced at any step of a data pipeline 
(see Figure 10) . Data shuffling is a type of data masking, 
which involves a column (or a more complex dataset like  
a group of columns or a partition) being randomly shuffled 
so its identity is hidden, but the relevant values remain in 
place . In this way, privacy is preserved, but analytics and 
data testing might still take place using the original  
data values .

 »  Figure 10: Data masking and shuffling can be applied to 
batch and real-time data streams, through preconfigured or 
customized functions that fit to the most common personal data
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Through Talend Data Preparation, data masking can also be enforced in an 
ad-hoc manner, allowing line of business users to protect sensitive data before 
sharing with colleagues . Take the example of a marketing campaign manager 
who wants to report on the success of a campaign with a partner . He or she 
can share the dataset for analytics after anonymizing the data that could 
inappropriately reveal privacy-related information (Figure 11) .

In the past, data masking has been provided as a high-end function dedicated 
targeted at IT or security specialist . Privacy by design requires that it becomes 
more democratized so that it can be used in a more systematic way across use 
cases, which is why it so important that is delivered as a self-service function to 
potentially anyone in a pervasive way .

 
 

 »  Figure 11: Self-service data masking for business users in Talend Data Preparation
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8 . Conduct data protection  
impact assessments

Several data sovereignty laws, such as the GDPR, the 
Irish Data Protection Acts of 1998 and 2003, or the 
US E-Government Act of 2002, have instituted formal 
requirements for data protection impact assessments . 
Article 35 of the GDPR concerns data protection impact 
assessments . Such assessments may be required in cases 
where there are new data types or special categories 
of data, such as race or ethnic origin . Data governance 
must establish controls so that data protection impact 
assessments are conducted as required by the privacy 
regulation . For example, a retailer may want to use facial 
recognition software in mall kiosks . This software may be 
used to customize advertisements based on the gender 
and approximate age of the visitor . A data protection 
impact assessment may require the retailer to delete any 
information within a minute after the ad is displayed and 
to refrain from combining this data with social  
media profiles .

Talend Data Quality and Talend Data Catalog can 
capture, discover, and profile new datasets and the 
related semantics in a highly automated way, and then 
apply these control rules at scale . As a result, these 
tools may take an active role within a data protection 
impact assessment for any information system . Suppose, 
for example, that a company wants to conduct a data 
protection impact assessment on its data lake, which 
ingests vast quantities of data from connected devices . 
Talend Data Catalog can tap in the data lake to check 
footprints of personal information within the dataset, 
which once discovered might have to be masked prior to 
any ingestion into the data lake .

9 . Conduct vendor risk assessments

Article 28(1) of the GDPR deals with the obligations of a 
third-party processor of information . Where processing is 
to be carried out on behalf of a controller, the controller 
shall use only processors providing sufficient guarantees 
to implement appropriate technical and organizational 
measures to meet the requirements of the GDPR . Article 
28(2) further states that the processor shall not engage 
another processor without prior specific or general written 
authorization of the controller . Data governance must 
ensure that the legal and compliance teams sign off on 
vendor risk assessments prior to sharing any personal 
data with vendors . If the vendor shares any personal data 
with downstream processors, then legal and compliance 
need to sign off on vendor risk assessments with the 
downstream processors as well .

Similar to step 8, Talend technologies can support a 
vendor risk assessment in situations where data is 
collected from or shared with vendors . Talend tooling goes 
beyond the assessment phase to ensure data portability 
between organizations in a managed way . This allows to 
trace and trace what’s happening in the information chain 
and automatically enforce privacy controls relating to 
the exchange of data on a day to day basis . Talend Data 
Quality can embed controls within a data integration flow 
while Talend Data Stewardship can transfer accountability 
for data stewardship to the vendor .
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10 . Improve data quality

Section 23 of the Singapore Personal Data Protection Act 
states that an organization shall make a reasonable effort 
to ensure that personal data collected by or on behalf of 
the organization is accurate and complete . Article 16 of the 
GDPR requires companies to rectify inaccurate personal 
information and to complete any missing personal data 
without undue delay . Data governance teams need to 
establish controls to allow customers, employees, and 
other data subjects to address any data quality issues 
relating to their personal information in a timely manner . 
Data reconciliation is also key because customer and 
employee data might be fragmented in many places and 
systems within the organization . Although not explicitly, 
many regulations mandate that this information should 
be reconciled into a consistent and complete view so 
that they can be exposed to data subjects on request . For 
example, there’s no way to comply with the right to be 
forgotten, a highly demanded capability for privacy, until 
you can reconcile disseminated footprints of the data 
subject into a unified view .

Using Talend Data Catalog, profiling can be applied on 
a systematic and regular basis across each and every 
dataset within a data landscape . Once a potential data 
quality issue is detected, deeper profiling can be run with 
Talend Data Quality, which generates native code to run 
data quality controls and data anonymization at the right 
place, on-premise inside a Hadoop cluster or in the cloud, 
and at the right time, on data at rest, or on streaming 
data (See Figure 12) . It also provides sophisticated 
deduplication and matching capabilities to reconcile or 
connect datasets across systems .

Organizations should also support the delegation of 
authority from the data protection officers to data 
stewards or business users . For example, a sales engineer 
might be best positioned to ensure that contact data 
for his or her accounts are accurate and kept up-to-
date . A campaign manager should ensure that a consent 
mechanism has been put in place and captured within 
the marketing database . To ensure that anyone in the 
organization can manage their data usage in a compliant 
manner, organizations will need to provide workflow-
based, self-served apps, such as Talend Data Preparation 
and Talend Data Stewardship to the different departments, 
thereby providing them with enhanced autonomy without 
putting the data at risk (see Figure 13) .

 »  Figure 12: Talend Data Quality can automatically match personal 
data against new data sources, based on patterns, dictionary or 
ontologies, and then tag or apply rules on highlighted data

 »  Figure 13: Talend Data Stewardship allows the orchestration 
of stewardship workflows and the delegation of activities to 
potentially anyone in the organization

23 Gdpr, Ccpa, & Beyond: 16 Practical Steps Towards Global Data Privacy Compliance with Talend



11 . Stitch data lineage

Most data privacy regulation require to know precisely 
where data is located, especially when it comes to 
controlling cross border data transfers: Australian 
Privacy Act of 1988, Principle 8 .1 deals with the cross-
border disclosure of personal information, while article 
30 of the GDPR requires organizations to maintain a 
record of processing activities . This record must include 
a description of the categories of personal data; the 
categories of recipients of personal data, including 
those in third countries or international organizations; 
and transfers of personal data to a third country or 
an international organization . The recordkeeping 
requirements also extend to so-called processors who 
process data on behalf of an organization, such as a 
cloud provider that processes and manages the data . To 
comply with this article, data governance teams need to 
strengthen metadata management and data  
lineage capabilities .

Talend Data Catalog supports data lineage across multiple 
platforms including business intelligence, Hadoop, NoSQL, 
and ETL (see Figure 14) . Talend Big Data Platform also 
integrates with Apache Atlas and Cloudera Navigator to 
provide lineage for data flows within a data lake .

12 . Govern analytical models

Article 10 of the French Data Protection Act deals with 
decisions based on automated processing and NPC 
Circular 17-01 of the Philippines’s Data Privacy Act 
as well . Article 22 of the GDPR addresses automated 
individual decision-making, including profiling . According 
to this article, the data subject shall have the right not 
to be subject to a decision based solely on automated 
processing, including profiling, that produces legal effects 
concerning him or her or similarly significantly affects him 
or her . Companies need to establish governance over  
their analytical models, which deal with risk and 
marketing propensities .

Let us consider a bank that uses postal codes in its 
analytical models to make credit offers to customers . 
The use of postal codes may result in disparate impact 
if the bank excludes certain postal codes that have a 
preponderance of minorities¹ . The data governance team 
must establish controls so that all models need to be 
signed off on by legal and compliance before the models 
are released into production .

These analytical models should be governed in a manner 
similar to CDEs and data standards . At a minimum, data 
governance teams may build a model inventory using 
Talend Data Catalog, which includes the name of the 
model, model owner, input variables, output variables, 
model methodology, creation date, and proof of sign-off 
by legal and compliance .

11. Stitch data lineage
Most data privacy regulation require to know precisely where data is located, especially when it comes to controlling cross border 
data transfers: Australian Privacy Act of 1988, Principle 8.1 deals with the cross-border disclosure of personal information, while 
article 30 of the GDPR requires organizations to maintain a record of processing activities. This record must include a description 
of the categories of personal data; the categories of recipients of personal data, including those in third countries or international 
organizations; and transfers of personal data to a third country or an international organization. The recordkeeping requirements also 
extend to so-called processors who process data on behalf of an organization, such as a cloud provider that processes and manages 
the data. To comply with this article, data governance teams need to strengthen metadata management and data
lineage capabilities.

Talend Data Catalog supports data lineage across multiple platforms including business intelligence, Hadoop, NoSQL, and ETL (see 
Figure 14). Talend Big Data Platform also integrates with Apache Atlas and Cloudera Navigator to provide lineage for data flows within 
a data lake.

Figure 14: Talend Data Catalog draws an end to end view of critical data such as opt-ins to track and
trace where data comes from and where it goes

12. Govern analytical models
Article 10 of the French Data Protection Act deals with decisions based on automated processing and NPC Circular 17-01 of the 
Philippines’s Data Privacy Act as well. Article 22 of the GDPR addresses automated individual decision-making, including profiling. 
According to this article, the data subject shall have the right not to be subject to a decision based solely on automated processing, 
including profiling, that produces legal effects concerning him or her or similarly significantly affects him or her. Companies need to 
establish governance over their analytical models, which deal with risk and marketing propensities.
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 »  Figure 14: Talend Data Catalog draws an end to end view of 
critical data such as opt-ins to track and trace where data comes 
from and where it goes
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13 . Manage end user computing

Organizations typically generate a significant volume 
of end user computing (EUC) applications in the form 
of spreadsheets and databases that may be stored on 
desktops or in Microsoft® SharePoint® repositories . EUCs 
are typically outside the control of IT and often contain 
sensitive personal data . As seen in publicly covered leaks, 
Excel sheets and extracts, word documents, and other user 
generated data are generally the first sources that  
hackers investigate .

When they refer to personal data, any data that is a 
part of EUC processing must be encrypted, redacted, or 
tokenized to comply with data sovereignty regulations 
such as Australian Privacy Principle 2 (Anonymity and 
pseudonymity), Singapore’s Personal Data Protection Act 
59 (Preservation of secrecy), or GDPR Article 32 (security  
of the processing of personal data) .

There are two ways to reclaim control over end-user 
computing using Talend tools . The first is to provide a 
better option than office automation tools for those who 
must work with personal data . In fact, an IDC survey² 
shows that approximately eight percent of employees in 

an organization engage in self-service data preparation in 
an uncontrolled way using various spreadsheets, with data 
integration as their most frequent use case (60%) . Talend 
Data Preparation provides a more effective approach to 
business users for their data preparation tasks, including 
those that involve personal data . More importantly, it 
tracks and traces related activities by automatically 
capturing personally identifiable attributes within a data 
source together with the actions taken on those data by 
business users (Figure 15) .

The second approach is to capture personal data from 
free-form text, after it has been collected, and then take 
appropriate actions such as categorizing or masking . 
Talend Data Quality provides Natural Language Processing 
capabilities to extract and tag potential personal data 
from free-form text within a document (such as email, 
Microsoft Word or PDF), an application (such as Salesforce, 
Zendesk or Service Now), or user-generated content within 
a web or mobile application (such as social media or a 
discussion forum) . Using sophisticated machine learning 
that can be processed at extreme scale through Apache 
Spark, potential references to personal data in free-form 
text can be automatically tagged and further processed .

 »  Figure 15: Talend Data Preparation provides better self-service options than Microsoft Excel and other office 
applications for data preparation, and for the capture of business user activities for safer control and reuse

¹  Federal Trade Commission . Big Data: A Tool for Inclusion or Exclusion? (January 2016) .  
 https://www .ftc .gov/system/files/documents/reports/big-data-tool-inclusion-or-exclusion-understanding-issues/160106big-data-rpt .pdf .

² The State of Self-Service Data Preparation and Analysis Using Spreadsheets, December 2016
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14 . Govern the lifecycle of information

Data Privacy is not only about data protection, it is also 
about allowing persons to regain control over their 
personal data . This includes what the European regulation 
calls the Data Subject Access Rights (DSAR), including the 
right of access, of rectification, etc . In addition, article 17 
of the GDPR provides for the right to erasure, commonly 
known as the “right to be forgotten” . Data subjects may 
require companies to erase their personal data in many 
situations, including when the information is no longer 
necessary in relation to the purpose for which it was 
originally collected .

DSAR is a crucial aspect of a data privacy project, as those 
are the kind of outcomes that data subjects (including 
customers, employees, shareholders…) expect from 
organizations that collects and processes their personal 
data . Although regulations allow some delays before an 
organization fulfills his request (in GDPR, this delay is one 
month), keep in mind that this kind of long delays might 
be perceived as unacceptable in the digital age from your 
customer standpoint: how would you rate a customer 
service that can’t fulfill your requests in more than a 
couple of days?

With this respect, when Talend surveyed organizations for 
their ability to fulfill those kinds of requests, we found out 
that the average delay was 21 days, a very poor result from 
a customer perspective . Compare that with the best in 
class, the 6% among our surveyed orgs which were able to 
fulfill the request online, in real time, using modern,  
digital tools .

Similarly, in January 2019 the European privacy NGO 
NYOB filed a wave of complaints against streaming 
services, including Youtube, Netflix, Apple Music, Spotify 
and Amazon Prime, considering that they violate Article 
15 of GDPR for Data Access . In the article explaining their 
complaint and approach, they state that that this violation 
expose those companies to multiple hundred euros (in the 
case of Netflix and Spotify) or even multiple billion euros 
(in the case of Amazon, Apple or Google) .

Through the DSAR, regulators put pressure on the 
data governance teams to establish simple and open 
mechanisms to allow data subjects to request the erasure 
or rectification of their data . These teams must also 
establish operational controls so that such requests are 
reviewed and acted upon in a timely manner . To address 
those kinds of requests, an organization may offer a GDPR 
service on its website that is enabled through Talend 
Cloud API Services . As the backbone of the data subject 
access right portal, Talend Cloud API Services can expose 
data access points to meet the rights of the data subjects 
as defined in the GDPR regulation, including the right of 
access (Article 15), right of rectification (Article 16), right to 
be forgotten (Article 17) .Figure 16: Complying with the right to data portability with Talend Data Integration

Figure 17: Using Talend Cloud API to expose data services for the data subjects access rights
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 »  Figure 16: Complying with the right to data portability with 
Talend Data Integration

 »  Figure 17: Using Talend Cloud API to expose data services for the 
data subjects access rights
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Through Talend Data Integration (see Figure 16), data 
can be automatically and safely extracted and rendered 
in a machine-readable format to meet the right to data 
portability (Article 20) . Additionally, figure 17 shows how 
Talend can help to create easy to consume data services 
API using the OpenAPI Specification (OAS) standard . Once 
done, those interfaces could be shared with third party or 
embedded into a privacy control center that can be shared 
with data subjects so that they can take full control of their 
personal data (figure 18)

Talend Data Catalog provides a repository to quickly 
identify all the places where a person’s data resides within 
the organization or its processors . It is vital to map each 
personal data Critical Data Elements to where it occurs 
in source systems . The challenge is that businesses know 
their customers and employees in many different contexts . 
For example, an airline may have information about a 
customer fragmented across Twitter, passenger records, 
and frequent flier accounts . Talend embeds native data 
quality to match disparate data, helping the business 
to understand that John Smith is the same person as 
jsmith@widgets .com and @JohnSmith . Once reconciled 
in the unified data flow, Talend Data Catalog can visually 
show the end to end information supply chain (see Figure 
19 and 20, that illustrate the use of Talend Data Catalog to 
automatically track and trace personal data across the IT 
landscape) and use it as the foundation to assign related 
roles and responsibilities for data governance  
and stewardship .

Figure 18: A compliance center for allowing data subjects to take control of their personal data

Talend Data Catalog provides a repository to quickly identify all the places where a person’s data resides within the organization or 
its processors. It is vital to map each personal data Critical Data Elements to where it occurs in source systems. The challenge is that 
businesses know their customers and employees in many different contexts. For example, an airline may have information about a 
customer fragmented across Twitter, passenger records, and frequent flier accounts. Talend embeds native data quality to match 
disparate data, helping the business to understand that John Smith is the same person as jsmith@widgets.com and @JohnSmith. 
Once reconciled in the unified data flow, Talend Data Catalog can visually show the end to end information supply chain (see Figure 
19 and 20, that illustrate the use of Talend Data Catalog to automatically track and trace personal data across the IT landscape) and 
use it as the foundation to assign related roles and responsibilities for data governance and stewardship.
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Figure 19: Creating a data inventory for compliance with Talend data catalog

Figure 20: using the data catalog to track and trace personal data across the entire data landscape

15. Set up data sharing agreements
Singapore Personal Data Protection Act, Act 26(1) deals with the transfer of personal data outside of Singapore. Article 28(3) of the 
GDPR states that processing by a processor shall be governed by a contract or other legal act under Union or Member State law that 
is binding on the processor with regard to the controller and that sets out the subject matter and duration of the processing, the 
nature and purpose of the processing, the type of personal data and categories of data subjects, and the obligations and rights of the 
controller. Article 28(4) of the GDPR states that the same data protection obligations also apply where a processor engages another 
processor to carry out specific processing activities on behalf of the controller. These legal obligations can be encapsulated in the 
form of a data sharing agreement. 

The data governance team must ensure that the legal and compliance teams sign off on data sharing agreements prior to any 
movement of personal data from one jurisdiction to another, from an organization to a vendor, and from a vendor to a downstream 
processor. These data sharing agreements may be captured semantically within Talend Data Catalog.
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Figure 19: Creating a data inventory for compliance with Talend data catalog

Figure 20: using the data catalog to track and trace personal data across the entire data landscape

15. Set up data sharing agreements
Singapore Personal Data Protection Act, Act 26(1) deals with the transfer of personal data outside of Singapore. Article 28(3) of the 
GDPR states that processing by a processor shall be governed by a contract or other legal act under Union or Member State law that 
is binding on the processor with regard to the controller and that sets out the subject matter and duration of the processing, the 
nature and purpose of the processing, the type of personal data and categories of data subjects, and the obligations and rights of the 
controller. Article 28(4) of the GDPR states that the same data protection obligations also apply where a processor engages another 
processor to carry out specific processing activities on behalf of the controller. These legal obligations can be encapsulated in the 
form of a data sharing agreement. 

The data governance team must ensure that the legal and compliance teams sign off on data sharing agreements prior to any 
movement of personal data from one jurisdiction to another, from an organization to a vendor, and from a vendor to a downstream 
processor. These data sharing agreements may be captured semantically within Talend Data Catalog.
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 »  Figure 18: A compliance center for allowing data subjects to take 
control of their personal data

 »  Figure 19: Creating a data inventory for compliance with Talend 
Data Catalog

 »  Figure 20: using the Data Catalog to track and trace personal 
data across the entire data landscape
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15 . Set up data sharing agreements

Singapore Personal Data Protection Act, Act 26(1) deals with the transfer 
of personal data outside of Singapore . Article 28(3) of the GDPR states that 
processing by a processor shall be governed by a contract or other legal act 
under Union or Member State law that is binding on the processor with regard 
to the controller and that sets out the subject matter and duration of the 
processing, the nature and purpose of the processing, the type of personal data 
and categories of data subjects, and the obligations and rights of the controller . 
Article 28(4) of the GDPR states that the same data protection obligations 
also apply where a processor engages another processor to carry out specific 
processing activities on behalf of the controller . These legal obligations can be 
encapsulated in the form of a data sharing agreement .

The data governance team must ensure that the legal and compliance teams 
sign off on data sharing agreements prior to any movement of personal data 
from one jurisdiction to another, from an organization to a vendor, and from 
a vendor to a downstream processor . These data sharing agreements may be 
captured semantically within Talend Data Catalog .

16 . Enforce compliance with data sovereignty controls

Controls are a key component of an overall framework to support regulatory 
compliance . In Step 1, the data governance team established a framework for 
data sovereignty controls . These controls may relate to consent and a record of 
processing activities . Then we illustrated at a more detailed level the different 
topics to be addressed within the data governance framework and how to 
implement the related controls and audit trails .

This last step is about putting those controls into operation and maintaining 
them on an ongoing basis as the data landscape and/or regulations evolve . This 
is a team effort that the data governance team must orchestrate in conjunction 
with legal, privacy, and compliance in order to enforce these controls .
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Data Privacy regulations address multi-dimensional challenges across multiple 
subject areas (customer, employee, citizen, prospect, vendor), emerging data 
types (internet of things, log files, biometrics), diverse jurisdictions and rapidly 
changing laws . This white paper reviews 16 steps to operationalize a data 
governance program for data privacy with Talend .

Organizations should seek to drive alignment between the legal, compliance, 
privacy, and enterprise data management teams to re-use existing data 
governance artifacts for data privacy compliance . Then, they should define 
‘personal data’ elements and map these attributes to applications in the  
data catalog .

GDPR is the most popular example of data privacy regulations that are being 
propagated across jurisdictions . But many other data sovereignty regulations 
are burgeoning across the world as described in this paper .

As digital business becomes global, organizations can no longer afford to 
address data privacy compliance on a country-by-country basis . They need 
a more global approach, based on a common framework across regulations . 
Because it is one of the most recent regulation and has a solid foundation, 
the GDPR is generally considered as the preferred framework . In the research 
report, “GDPR Clarity: 19 frequently asked questions answered,” Gartner states: 
“The GDPR brings a framework of best practices that, if adhered to, aid in 
compliance under multiple non-EU jurisdictions as well .”

Backed up with such a framework, the best practices outlined in this paper 
show how a sound approach for data governance can support compliance 
across regulations .

Summary
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